
Privacy Impact Assessment 

Name of Project: Presidential Libraries Vista Admission System 
Project's Unique ID: VISTA 

SYSTEM APPLICATION/GENERAL INFORMATION: 
1. What is the purpose ofthe system/application? 

The system is used to: 
• Facilitate the admission process for visitors to the Presidential Libraries' museum 
• Schedule and process individuals and groups for tours, public programs, 

education programs, etc. 
• To manage room reservations, at some Presidential Libraries 

2. What legal authority authorizes the purchase or development of this 
system/application? 

44 U.S.C. 2108, 2111 note, and 2203(f)(1), and NARA 101, Part 4.1. 

DATA in the SYSTEM 

1. Describe the information (data elements and fields) available in the system in the 
following categories: 

a. Employees: The system only maintains information about an employee that is 
related to his or her duties, including user ID and password. If an employee attends a 
high-profile event, more information may be collected (see below). 
b. External Users: For groups that interact with each Presidential Library, such as 
elementary school groups, boy scout troops, tour groups, and other groups of people 
that use the Library, information is stored by group name. An individual (such as a 
tour leader or a teacher) is assigned to the group. The information collected about 
this individual is limited to their phone number or email from their place of work. On 
occasion, such as for events involving VIPs where attendance must be monitored at 
an individual level, individual infonnation will be collected by the system, including 
address and telephone number. Credit card information is also collected by the system 
when used to pay for admission. 
c. Audit trail information (including employee log-in information): VISTA tracks 
the usemame ofthe last user to modify a record as well as the usemame ofthe user 
who first created the record. 
d. Other (describe): VISTA maintains many data elements and fields related to 
programs and events such as time, location, program type, organization type, event 
name, resources used, etc. 

2. Describe/identify which data elements are obtained from files, databases, 
individuals, or any other sources. 



a. NARA operational records: Libraries will maintain output reports from the 
VISTA system in conjunction with the reporting requirements ofthe Data Warehouse. 
b. External users: VISTA processes visitors to the Library. These visitors either 
walk-up to visit the museum or are scheduled as groups in special events and 
programs that the Library may schedule. Data is input at the time ofthe walk-up or 
when a special event, program, or tour is scheduled. 
c. Employees: Information about employees is entered into VISTA as part of a 
security module that establishes user rights to VISTA. An employee's information 
might also be entered if he or she participates in a special event. 
d. Other Federal agencies (list agency): At some Presidential Libraries where we 
offer combined admittance with a National Park Service (NPS) site, NPS will receive 
visitor data including attendance and revenue information. 
e. State and local agencies (list agency): N/A. 
f. Other third party source: N/A. 

3. Is each data element required for the business purpose of the system? Explain. 

Yes, VISTA requires basic identification information about visitors and NL maintains 
that individuals attending high-profile events should be entered into the system. 

4. How will data be verified for accuracy, timeliness, and completeness? 

Each Library has a general data policy which guides users in how to input information. 
Part of NL's program review process includes a review of a Library's VISTA database to 
ensure that information is entered in a uniform manner and to ensure that events recorded 
by VISTA are given some kind of disposition (e.g. completed, cancelled, no-show, etc). 

5. Is there another source for the data? Explain how that source is or is not used? 

There is no other source for data other than what is collected by staff members for walk-
up visitation and the scheduling/execution of events. 

ATTRIBUTES OF THE DATA 

1. Will the system derive new data or create previously unavailable data about an 
individual through aggregation from the information collected, and how will this be 
maintained and filed? 

No. 

2. Will the new data be placed in the individual's record? 

N/A. 



3. Can the system make determinations about employees/public that would not be 
possible without the new data? 

Through aggregate data compiled in reports, VISTA will assist Library staff members in 
making determinations about groups that may visit the Library. VISTA also collects 
ticket type information, so that a Library is able to make determinations about very 
general demographic information such as numbers of youths, adults, or seniors who visit 
the Library. No determinations will be made based on individual records. 

4. How will the new data be verified for relevance and accuracy? 

VISTA tabulates the number of visitors and how they interact with each Library at the 
time ofthe visit and interaction. The data is, therefore, as accurate as possible. 
Nevertheless, Presidential Libraries maintain paper records related to each event and 
receipts are maintained for transactions at the admissions desk. This information 
provides a check on the accuracy ofthe system. 

5. If the data is being consolidated, what controls are in place to protect the data 
from unauthorized access or use? 

Access to the data is managed by VISTA's security module which allows the VISTA 
administrator to assign user names and passwords to every person using the software. 
These users are organized by groups such as "scheduler" or "front desk staff," and rights 
are allocated based on these groups. For example, a user who is assigned to the "front 
desk staff group has limited access to VISTA. She or he can only interact with the 
point-of-sale admissions portion ofthe software. 

Additionally, all NHT standards for access to NARANET are applied to ensure an 
additional level of protection and all NHI requirements for systems security have been 
incorporated. 

6. If processes are being consolidated, are the proper controls remaining in place to 
protect the data and prevent unauthorized access? 

Yes, see 5. 

7. Generally, how will the data be retrieved by the user? 

Data is retrieved by regular users during the course of their duties. For example, a 
scheduler of events will often use VISTA to verify the mailing address of a particular 
group. 

8. Is the data retrievable by a personal identifier such as a name, SSN or other 
unique identifier? 


